Configuragao da VPN

Docentes e Funcionarios

Aceda a aplicacdo FortiCliente Vpn e clique em | accept.

@ FortiClient = X
File Help

Welcome to FortiClient VPN!

This is a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical
support.

| acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

Clique em Configure VPN.
'@ FortiClient = X
File Help

Upgrade to the full version to access additional features and receive technical support.

Configure VPN




Preencha os campos conforme indicado na imagem abaixo.

@ FortiClient - Zero Trust Fabric Agent = X
File View Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.
New VPN Connection

VPN o ST )
Connection Name ‘VPN Alunos 1
Description ‘ ‘
Remote Gateway ‘vpn.uac.pt ‘ E‘

dd Remote Gateway

o Aceda ao portal do estudante

Authentication Method | Pre-shared key v

| > | (https://portaldoestudante.uac.pt), separador
Failover SSLVPN [None] V]| TICe preencha o formulario a solicitar a chave

Single Sign On Settings Enable Single Sign On (SSO) for VPN Tunnel para colocar no campo da Pre-shared key'

Customize port |11443

(] Use external browser as user-agent for saml user authentication

(5 Advanced Settings

= VPN Settings

IKE O Version1 @ Version 2
Address Assignment @ Mode Config O Manually Set (O DHCP over IPsec
Encapsulation @ IKEUDPPort (O IPSecoverTCP (O Auto (UDP fallback TCP)

[500

= Phase 1
IKE P | Encryption Authentication
b AES256 v SHA256 v
Encryption Authentication
AES256 b SHA256 N7

DH Group 01 02 ds Oaa s
16 Oz [T D1e 20
J21

Key Life [86400 kec
Local ID i |

Dead Peer Detection
NAT Traversal
["J Enable Local LAN

(S Phase 2
Encryption Authentication
IKE Broposal AES256 v SHA256 v
Encryption Authentication
AES256 v, SHA256 4
Key Life 43200 Seconds
[J [5120 KBytes

Enable Replay Detection
Enable Perfect Forward Secrecy (PFS)
DH Group 20 Vi

Cancel Save

Nota: Sé ird conseguir gravar a configuracdo depois de inserir a Pré-Shared Key



Clique em Connect.

-
@ FortiClient - Zero Trust Fabric Agent = X

File View Help

VPN Name ’VPN Alunos i

Inicie a sessdo com as suas credéncias de aluno e clique em Seguinte e em Iniciar sessao.

B Microsoft

" ” BY Microsoft
Iniciar sessao

¢ numerodealuno@uac.pt
numerodealuno@uac.pt ?

Introduzir palavra-passe

N&o consegue aceder & sua conta?

Esqueci-me da palavra-passe

Iniciar sessao

Q Opcoes de inicio de sessao

Confirme a sua identidade, ou por sms, aplicagdo ou chamada, usando o método que costuma utilizar para
aceder ao seu email de aluno.



Aguarde que a vpn se connect

=
@ FortiClient - Zero Trust Fabric Agent

File View Help

VPN Name

.

VPN Alunos

Disconnect

F FortiClient

File Help

| Upgrade to the full version to access additional features and receive technical support.

VPN Connected

[mp—

VPN Name

IP Address
Username
Duration

Bytes Received
Bytes Sent

UAc SSLVPN
10.66.5.11
alunotestel@uac.pt
00:03:38

10.37 MB

176 MB

Disconnect

NOTA: Neste momento consegue aceder as bibliotecas online. Desligue a VPN quando terminar a sua
pesquisa, clique em Disconnect.



